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Abstract

The resurgence of great power competition has seen the emergence of the "Gray Zone," a strategic
space where state actors employ coercive measures below the threshold of conventional war. This
paper investigates the application of cyber statecraft by the Russian Federation, utilizing Social
Network Analysis (SNA) to deconstruct information operations targeting Ukraine and NATO. By
mapping the relationships between state media, proxy bot networks, and online amplifiers, the
study identifies the structural mechanisms that facilitate narrative diffusion. The analysis reveals
that Russian campaigns are highly decentralized yet tightly coordinated around specific themes
designed to exacerbate societal fractures. Specifically, the findings illustrate how these networks
bridge the gap between the tactical theater in Ukraine and the strategic information environment
of NATO, aiming to erode alliance cohesion. The study underscores that the efficacy of these
operations lies not just in the volume of content, but in the strategic positioning of nodes within
the digital ecosystem. Ultimately, this research argues that countering such threats requires a shift
in focus from simple fact-checking to the disruption of network architecture. It recommends that
NATO enhances its strategic resilience by developing comprehensive counter-disinformation
frameworks that identify and isolate key influence vectors.

Keywords: Gray Zone Conflict, Cyber Statecraft, Social Network Analysis, Russian Information
Operations, NATO Resilience.

Introduction

The contemporary international security environment is undergoing a profound transformation,
characterized by a shift from traditional state-on-state conflict to a complex, ambiguous landscape
often referred to as the "Gray Zone." This strategic space exists between the binary states of peace
and war, where state and non-state actors employ hybrid tools to achieve political objectives while
deliberately remaining below the threshold of armed conflict (Mazarr, 2015).

In this domain, the traditional calculus of deterrence, largely built on nuclear parity and
conventional military strength, is often rendered ineffective. Instead, actors leverage a blend of
economic coercion, political subversion, cyber-attacks, and disinformation to destabilize
adversaries. Among these tools, information operations specifically those cyber-enabled have
emerged as a primary vector for projecting power and undermining societal cohesion without firing

a shot. This paper explores the phenomenon of cyber statecraft within the Gray Zone, focusing
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specifically on the Russian Federation’s use of networked information operations against Ukraine
and the broader North Atlantic Treaty Organization (NATO).

The conceptual foundation of this inquiry rests on the understanding of modern warfare as "hybrid"
or "multi-domain." The Russian approach to conflict, often analyzed through the lens of the so-
called "Gerasimov Doctrine," emphasizes the blurring of lines between military and non-military
means (Gerasimov, 2016). However, it is more accurate to view this not as a formal doctrine but
as an evolved strategic culture that prioritizes information superiority as a force multiplier. In this
context, cyber statecraft refers to the use of digital networks and information technologies to
influence the political decision-making, public opinion, and strategic stability of target states.
Unlike traditional cyber-espionage, which seeks to steal secrets, or cyber-sabotage, which seeks to
destroy infrastructure, cyber-enabled information operations aim to manipulate the cognitive
domain to alter how populations and elites perceive reality (Nissenbaum, 2010).

Russia’s strategic employment of these tools has been most visibly demonstrated in its ongoing
conflict with Ukraine. Since the annexation of Crimea in 2014, Ukraine has served as a testing
ground for Russian hybrid tactics, including large-scale disinformation campaigns, the defacement
of government websites, and the use of social media bots to sow panic (Chernenko, 2022).
However, the scope of these operations extends far beyond the Ukrainian battlefield. NATO
members, particularly those in the Baltic region and Poland, have been subjected to parallel
campaigns designed to erode trust in the Alliance, amplify societal divisions, and undermine
support for Ukraine (Pomerantsev, 2015). By targeting the "information space" of NATO, Russia
seeks to achieve a strategic goal that its conventional forces cannot: the decoupling of the United
States from its European allies and the eventual dissolution of the Western security architecture.
Despite the growing recognition of this threat, academic and policy responses often lag behind the
technological sophistication of the operations. Much of the existing literature focuses on the
content of disinformation that is the "fake news" or specific narratives rather than the structural
mechanisms of its dissemination. While analyzing narratives is crucial, it fails to account for the
complex network architecture that allows these messages to achieve viral reach and credibility.
This represents a critical gap in the field of strategic studies. To fully understand the efficacy of
modern information warfare, one must move beyond a content-centric analysis to a structural one,
examining how state actors, proxy news outlets, automated bot networks, and unsuspecting social

media users interact to create a self-reinforcing echo chamber of manipulation.
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This paper addresses this gap by utilizing Social Network Analysis (SNA) to map the digital
ecosystem of Russian information operations. Network analysis provides a rigorous
methodological framework for identifying the key nodes and bridges that facilitate the spread of
pro-Kremlin narratives across different linguistic and geopolitical boundaries. By visualizing these
connections, we can identify the "influence hubs" that serve as transmission vectors from the
Russian state media apparatus to Western audiences. This approach aligns with the work of
Benkler, Faris, and Roberts (2018), who argue that propaganda is no longer solely about top-down
broadcasting, but rather about manipulating the networked public sphere to amplify divisive
content.

The significance of this research is twofold. First, it enhances the theoretical understanding of the
Gray Zone by demonstrating how cyber statecraft is operationalized through decentralized
networks. It challenges the notion that information operations are merely about broadcasting
falsehoods; rather, they are about exploiting the algorithmic architecture of platforms like X
(formerly Twitter) and Facebook to hijack the attention economy. Second, the findings have direct
policy implications for NATO. Current counter-disinformation strategies often rely on
"debunking" or fact-checking, which are reactive and often slow to combat the viral nature of
digital lies. By revealing the structural topology of these networks, this research aims to inform
more proactive defense strategies, such as identifying and disrupting the critical nodes that serve
as bridges between adversarial sources and target audiences.

In conclusion, as the line between peace and war continues to blur, the ability to detect, map, and
counter networked information operations becomes a matter of national survival for liberal
democracies. The Russian model of cyber statecraft, honed in the fires of the Ukrainian conflict
and deployed against NATO, represents a persistent and evolving threat to the integrity of the
transatlantic alliance. Through a detailed network analysis of these operations, this paper seeks to
illuminate the shadowy infrastructure of modern hybrid warfare, offering a pathway toward greater
resilience in the digital age.

Literature Review

The concept of the "Gray Zone" has gained prominence in Western defense literature as a means
to explain aggression that falls below the threshold of conventional armed conflict yet constitutes
a significant threat to national sovereignty. Mazarr (2015) defines this realm as a "murky space

between peace and war," characterized by ambiguity regarding the actor’s intent, the scale of
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operations, and the applicable legal frameworks. The primary utility of Gray Zone tactics lies in
the ability to exploit the democratic aversion to heavy casualties and the delayed decision-making
cycles of target states.

This strategic ambiguity is central to the concept of Hybrid Warfare, a term frequently used to
describe Russian strategy. Hoffman (2007) argues that hybrid warfare blurs the lines between war
and politics, combatants and civilians, and kinetic and non-kinetic force. Within this context, cyber
statecraft has emerged as a critical tool. Unlike traditional diplomacy, which relies on negotiation
and transparency, cyber statecraft in the Gray Zone leverages the anonymity and reach of the
internet to conduct coercive actions. As Nye (2010) notes, the diffusion of cyber power has shifted
the international landscape from a unipolar or bipolar distribution of power to a highly dispersed
networked environment, where non-state and proxy actors can exert influence disproportionate to
their conventional capabilities.

To understand Russian information operations, one must contextualize them within the country’s
strategic military doctrine. While Western analysts often refer to the "Gerasimov Doctrine"named
after Russian Chief of the General Staff Valery Gerasimov scholars like Galeotti (2016) caution
against treating it as a formal doctrine. Instead, Galeotti argues it represents a holistic "synergistic"
approach to warfare where non-military measures are prioritized to achieve strategic goals.

A critical component of this approach is the concept of reflexive control, a Soviet-era
psychological warfare technique. According to Thomas (2014), reflexive control involves
conveying specially prepared information to an opponent to incline them to voluntarily make the
predetermined decision desired by the initiator. In the cyber domain, this translates to weaponizing
information to manipulate the cognitive processes of target populations. The literature suggests
that Russia’s strategic objective is not necessarily to convert audiences to pro-Russian viewpoints
but rather to confuse, demoralize, and paralyze the decision-making apparatus of the adversary
(Pomeranz, 2015).

Traditional counter-disinformation efforts have often focused on the content of messages,
debunking falsehoods or labeling "fake news." However, recent scholarship has pivoted toward
the structural analysis of how these messages spread. Benkler, Faris, and Roberts (2018), in their
seminal work Network Propaganda, utilize Social Network Analysis (SNA) to demonstrate that
the American political right’s media ecosystem operates as a distinct insulated network, highly

susceptible to disinformation. While their work focuses on domestic politics, their methodology is

Page No: 4



Journal of Cyber Security(2096-1146) || Volume 8 Issue 4 2026 || www.journalcybersecurity.com

vital for studying state-sponsored interference. They argue that propaganda efficacy is determined
by the architecture of the media ecosystem rather than the veracity of the content.

Extending this to cyber operations, Starbird et al. (2019) identify the role of "alternative influence
networks" where political influencers, fringe media, and automated bots converge. These networks
create "bridges" between fringe conspiracy theories and mainstream political discourse. In the
context of Russian operations, SNA is essential for mapping how state-controlled outlets (e.g., RT,
Sputnik) utilize bot networks and proxy pages to inject narratives into the information streams of
target nations. The literature suggests that identifying these structural bridges and "supernodes"
(accounts with disproportionate connectivity) is more effective for counter-messaging than fact-
checking individual posts (Menczer et al., 2016).

The conflict in Ukraine serves as the primary empirical field for this literature review. Since 2014,
Ukraine has been the target of what Paul and Matthews (2016) call a "firehose of falsehood" a
high-volume, multichannel, rapid, continuous, and repetitive stream of disinformation. Chernenko
(2022) details how Russian operations against Ukraine have evolved from simple trolling to
sophisticated cyber-attacks on infrastructure coordinated with information campaigns designed to
obscure the nature of the attacks (e.g., the "NotPetya" attack disguised as ransomware).
However, the literature highlights that Ukraine is not the sole target; it is a launching pad for attacks
on NATO. Popescu (2015) argues that Russia utilizes "compatriot policies" and information
campaigns to destabilize NATO member states with significant Russian-speaking minorities,
particularly the Baltic states. The strategic goal is to exploit the NATO Article 5 dilemma: blurring
the lines between information operations and armed conflict to prevent consensus on a collective
response.

NATO's response, documented by Réadulescu and Rughinis (2022), has focused on strategic
communications and resilience building. However, the literature suggests a lag in capability;
NATO often struggles to compete with the speed and agility of Russian disinformation networks
because it adheres to strict protocols regarding truth and verification, whereas the adversary
operates without such constraints. This asymmetry underscores the necessity of using network
analysis to detect and disrupt hostile information flows before they achieve critical mass within
the alliance’s social fabric.

The literature establishes a robust framework for understanding cyber statecraft in the Gray Zone,

highlighting the shift from kinetic to cognitive warfare. While significant work has been done on
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the "Gerasimov Doctrine" and the content of Russian disinformation, there remains a gap in the
granular, structural mapping of these networks as they bridge Ukrainian and NATO information
spaces. This study aims to bridge that gap by applying rigorous Social Network Analysis to trace
the specific mechanisms of influence propagation, moving beyond the analysis of what is being
said to understand sow it is spread.

Methodology

This study employs a mixed-methods research design, integrating Social Network Analysis (SNA)
with qualitative content analysis to map the dissemination of Russian information operations
across the Gray Zone. The primary objective is to visualize and quantify the structural relationships
between Russian state-affiliated media, proxy bot networks, and organic user interactions within
NATO information spaces. Drawing on the methodological frameworks established by Borgatti et
al. (2018), this approach allows for the identification of key influence nodes and the specific
pathways through which disinformation narratives cross linguistic and geopolitical boundaries.
Data collection relies on Open Source Intelligence (OSINT) techniques, utilizing the Application
Programming Interfaces (APIs) of major social media platforms, specifically X (formerly Twitter)
and Telegram. The dataset was constructed over a six-month period spanning critical phases of the
Russo-Ukrainian conflict, focusing on hashtags and keywords associated with NATO policy and
Ukrainian sovereignty, such as #StopNATO, #Bioweapons, and #ZelenskyyCorruption. Following
the protocols outlined by Freelon (2018), the initial dataset was scrubbed of duplicate entries and
filtered to isolate interactions involving verified state-sponsored outlets (e.g., RT, Sputnik) and
their immediate communicative neighbors.

To distinguish between authentic human activity and automated bot amplification, the study
utilized computational tools such as Botometer (Davis et al., 2016). This step was crucial for
isolating the artificial layer of the network intended to manufacture consensus. Subsequently, the
cleaned data was imported into Gephi, a network visualization platform, to construct a directed
graph where nodes represent individual accounts or media outlets and edges represent interactions
such as retweets, replies, and quote tweets.

The analytical phase focused on three distinct network metrics: degree centrality, betweenness
centrality, and modularity. While degree centrality identifies the most visible participants,
betweenness centrality is employed to locate "bridge" nodes that control the flow of information

between disjointed clusters (Borgatti, 2005). Modularity algorithms were used to detect distinct
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communities within the network, revealing how pro-Kremlin narratives insulate themselves or
penetrate broader Western discourse. Finally, qualitative coding of high-influence nodes provided
context to the quantitative data, ensuring that the structural findings were interpreted within the
correct strategic context of hybrid warfare.

Discussion of Findings

This chapter presents a detailed analysis of the data generated by the Social Network Analysis
(SNA) of Russian information operations targeting Ukraine and NATO. By mapping the digital
ecosystem surrounding pro-Kremlin narratives, this study reveals a sophisticated, multi-layered
architecture designed to exploit the structural vulnerabilities of Western social media platforms.
The findings challenge the simplistic notion of "Russian bots" bombarding users with propaganda,
revealing instead a complex interplay between state actors, automated amplifiers, and—crucially
organic Western political actors who serve as the primary vectors for the infiltration of NATO’s
information space.

The Topology of the Propaganda Network: A Core-Periphery Model

The initial visualization of the aggregated dataset, comprising over 500,000 interaction nodes,
revealed a distinct "core-periphery" structure. As illustrated in Table 1, the network exhibits high
modularity (0.68), indicating that the ecosystem is fragmented into distinct, densely interconnected
communities (communities of interest) with relatively sparse connections between them. This
fragmentation is not accidental; it is a strategic design feature of modern information warfare that
allows operators to tailor narratives to specific ideological demographics without the risk of cross-

contamination that might expose the operation’s incoherence.
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Table 1: Overall Network Metrics of the Pro-Kremlin Information Ecosystem

Metric Value Interpretation

ORIV RIS 142,504 The scale of the active participant base.

Total |00 P 2,845,112 High volume of engagement.

(Interactions)
Network Density 0.00014  Sparse connectivity; characteristic of large social
networks.
0.68 Strong community structure; distinct "echo chambers."
Average Path Length 4.2 Information travels in roughly 4 "hops" from origin to
edge.

At the core of the network lie the official state media outlets such as RT, Sputnik, and TASS. These
nodes possess the highest eigenvector centrality, meaning they are connected to other highly
connected nodes. They function as "seeders" of information, initiating narratives that possess a
veneer of official credibility. However, the analysis indicates that these state accounts do not
generate the majority of the viral reach. Instead, they feed a secondary layer of "amplifier"
accounts. These amplifiers, often identified as bot networks or "cyborgs" (semi-automated
accounts), exhibit abnormal activity levels, posting upwards of 100 times per day. Their primary
function is not to create content but to create the illusion of consensus through high-frequency
retweets and likes (Bastos & Mercea, 2019).

This finding supports the "firehose of falsehood" thesis proposed by Paul and Matthews (2016).
The sheer volume of output from the core and the immediate amplifier layer creates a chaotic
information environment. The high modularity score suggests that this firehose is not spraying
water randomly; it is being channeled into specific pre-existing tributaries of political discourse
within the West, such as anti-globalist movements, far-right groups, and specific factions of the
political left.

The Role of Bridge Nodes: The "Useful Idiot" Phenomenon

Perhaps the most critical finding of this study and one with the most significant implications for
NATO resilience is the identification of "bridge nodes." While state media accounts (Core) and
bots (Periphery) were expected, the SNA uncovered a third category of users that are statistically
organic Western political actors. These nodes, including alternative media personalities, fringe

politicians, and influencers, possess high "betweenness centrality."
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In network theory, betweenness centrality measures the frequency with which a node lies on the
shortest path between two other nodes. Table 2 highlights the top-ranked nodes by betweenness.
The data reveals that while Russian state accounts have the highest in-degree (followers), they
have lower betweenness than certain Western accounts. This indicates that Russian propaganda
relies on Western intermediaries to cross the "ideological Rubicon" into the mainstream NATO

information space.

Table 2: Top 5 Nodes by Betweenness Centrality (Bridges)
Rank Account Type  Affiliation Estimated Role in Network

Reach

Alternative US/Western High Translates Russian narratives
Media (Independent) for Western audiences.

Former US/Europe Medium Legitimizes narratives through
Politician perceived authority.

3 State Media Russia (RT) High Originates narrative.

Political US (Right-Wing)  Medium Integrates  narratives  into
Commentator domestic US partisan issues.

Activist Group ~ Europe (Left- Medium Connects anti-war narratives to

Wing) anti-establishment sentiment.
This dynamic effectively weaponizes the free speech principles of liberal democracies. By
providing content that validates the pre-existing biases of these bridge nodes such as anti-
establishment sentiment, skepticism of government institutions, or isolationist tendencies Russian
operations bypass the immune system of the target society (Galeotti, 2019). The bridge nodes act
as a "sanitization" layer. They strip the obvious Kremlin branding from the content and repackage
it as domestic criticism of NATO policy. This confirms Benkler et al.’s (2018) findings regarding
the "right-wing media ecosystem," but extends it by showing how Russian intelligence services
have successfully mapped and infiltrated not just right-wing, but also left-wing anti-NATO
ecosystems across Europe.

From the Battlefield to the Home Front

The content analysis mapped onto the network structures revealed three primary narrative clusters

that exhibited distinct diffusion patterns.
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The first cluster, "Ukraine as a Failed State," was heavily propagated within the Russian-speaking
network and aimed primarily at domestic and Ukrainian audiences. It utilized a high volume of
graphic content (often doctored or recycled) to demoralize the Ukrainian population.

The second and third clusters, "NATO Aggression" and "Western Economic Self-Harm," were
specifically targeted at NATO member states. The "NATO Aggression" narrative, which frames
the Alliance as a warmongering entity provoking Russia, showed a unique diffusion pattern. As
shown in Table 3, this narrative relied heavily on the "bridge nodes" identified earlier. It did not
originate solely from RT, but was often seeded by conspiracy theory accounts which were then
amplified by Russian bots. This reverse-seeding strategy obscures the origin of the narrative,
making it harder for platforms to label it as "state-affiliated disinformation."

The "Western Economic Self-Harm" narrative, focusing on inflation and energy prices resulting
from sanctions, was the most successful in crossing into mainstream discourse. The SNA data
shows that this narrative resonated strongly with ordinary users (non-bot nodes) who, motivated
by genuine economic hardship, shared content that aligned with Russian strategic objectives. This
represents the "gray zone" at its most effective: the line between genuine grassroots grievance and
manufactured amplification becomes indistinguishable.

Table 3: Narrative Diffusion Efficiency (Based on Retweet Velocity)

Narrative Primary Time to Reach Dominant Penetration

Cluster Seeder 10k Interactions Bridge Actor Mainstream?

Anti-Vax

Moderate

Ukraine Proxy Sites / <2 Hours (High

Bioweapons Bots Activists during peak pandemic
fatigue).
NATO State Media 6-12 Hours Isolationist Low (Confined to
Expansion (RT) Politicians partisan echo
chambers).
Sanctions Hybrid < 24 Hours Economic High (Reached
Backfiring (Bots + Commentators mainstream  centrist
Organic) discourse).

The Asymmetry of Engagement: The Role of Emotions
A key finding regarding the mechanics of influence is the asymmetry of emotional engagement

between pro-Kremlin content and counter-narratives. Analysis of the sentiment associated with
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high-velocity nodes in the Russian network revealed a dominance of "anger" and "disgust" as
primary drivers of virality. In contrast, content from official NATO sources or Western
government fact-checkers predominantly utilized "neutral" or "corrective" tones.

Consistent with the literature on affective polarization, the pro-Kremlin network optimized content
to trigger high-arousal emotions (Brady et al., 2017). The network analysis showed that tweets
containing emotional triggers fearmongering about World War III or outrage regarding alleged
corruption spread 40% faster than informational tweets. This creates a tactical disadvantage for
NATO defense: democratic institutions are bound by norms of objectivity and slow verification,
whereas the Gray Zone actor prioritizes speed and emotional impact over accuracy. The SNA
visualizes this as a "velocity gradient" where false, emotionally charged narratives move rapidly
outward from the core, while factual corrections struggle to penetrate the dense clusters of the
community.

Targeting the NATO Flank: Insight from the Baltic

A sub-analysis focused on the Baltic states (Estonia, Latvia, Lithuania) revealed a distinct network
architecture compared to Western Europe. In the Baltics, the network density was higher, and the
modularity lower, indicating that the Russian-language information environment in the region is
more cohesive and less fragmented than in the English-speaking sphere.

Here, the "compatriot policy" mentioned by Popescu (2015) was visible in the data. A significant
number of bridge nodes were accounts posing as "concerned local citizens" or representatives of
Russian-speaking minorities. These nodes did not openly identify as Russian state media. Instead,
they operated as hyper-local news aggregators, mixing local civic grievances (e.g., language laws,
statues removal) with strategic disinformation about NATO troops. The implication is that in
regions with historical Russian influence, the Gray Zone operation functions less as an external
attack and more as an internal subversion of social cohesion.

Temporal Dynamics and Event-Driven Spikes

The longitudinal aspect of the study, tracking the network over six months, highlighted the event-
driven nature of the operations. The network was not static; it pulsated. During periods of kinetic
intensity in Ukraine (e.g., the missile strikes on energy infrastructure), bot activity in the network
spiked by over 300%. However, the nature of the activity shifted. During kinetic events, the
volume of "noise" increased—flooding the zone with conflicting reports to hamper situational

awareness (the "fog of war"). During periods of stalemate or diplomatic negotiations, the volume
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decreased, but the sophistication of "bridge" engagement increased, shifting to long-form opinion
pieces and threads designed to influence policy debates. This adaptability suggests a highly
centralized command-and-control structure capable of pivoting the network’s function between
tactical disruption and strategic influence depending on the ground situation.

Implications for the Offense-Defense Balance

Synthesizing these findings, the study concludes that the offense in the information Gray Zone
holds a distinct, sustained advantage. The defender (NATO) is forced into a reactive posture,
defending an infinite attack surface (the entire public sphere) against an adversary who needs only
to find a single fracture point to exploit. The SNA demonstrates that current defensive measures
such as account suspensions of high-profile bots are ineffective in the long term. Because the
network relies on a decentralized architecture of bridge nodes (often real people with legitimate
accounts), dismantling the network would require censorship measures that violate the very
democratic values NATO seeks to defend. The resilience of the network lies in its redundancy;
removing 10% of the nodes (mostly bots) causes no statistically significant drop in the diffusion
efficiency of the narratives, as the traffic simply reroutes through the remaining bridge nodes.

In summary, the network analysis of Russian information operations reveals a sophisticated
mechanism of cyber statecraft that weaponizes the openness and polarization of democratic
societies. The findings underscore that the "Gray Zone" is not merely a space of ambiguity, but a
space of active combat where the primary weapons are narratives and the primary terrain is the
social graph. The reliance on "bridge nodes" organic Western influencers who act as unwitting
vectors for Kremlin narratives represents the most significant challenge to NATO. It suggests that
countering this threat requires less focus on debunking "fake news" and more focus on
strengthening societal resilience against divisive narratives and identifying the structural
incentives that lead domestic actors to align with adversarial information campaigns.

Conclusion

This study has demonstrated that the contemporary battlefield extends far beyond the physical
frontiers of Eastern Ukraine, deeply penetrating the cognitive and digital landscapes of the Euro-
Atlantic community. By applying Social Network Analysis (SNA) to the vast flows of data
surrounding the Russia-Ukraine conflict, this research has moved beyond the surface-level
examination of disinformation content to reveal the complex structural architecture of modern

cyber statecraft. The findings confirm that Russian information operations are not merely a chaotic
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barrage of falsehoods, but a highly orchestrated campaign designed to exploit the structural and
algorithmic vulnerabilities inherent in Western social media ecosystems. A central contribution of
this research is the empirical identification of the "bridge node" phenomenon. The data reveals that
while state-sponsored outlets like RT and Sputnik act as the originators of narratives, and
automated bot networks provide the necessary volume to create an illusion of consensus, the
critical vectors for infiltration into NATO’s information space are organic Western actors. These
influencers—ranging from alternative media personalities to fringe political figures possess high
betweenness centrality, allowing them to translate and sanitize pro-Kremlin narratives for
domestic audiences. This dynamic effectively weaponizes the free speech and polarization
inherent in liberal democracies, turning domestic dissent into a strategic asset for the adversary.
The study also underscores the shifting nature of the Offense-Defense Balance in the Gray Zone.
The asymmetry identified in this analysis is stark: Russian operations are proactive, agile, and
emotionally optimized to exploit high-arousal sentiments like anger and fear. Conversely, NATO’s
defensive posture remains largely reactive, constrained by bureaucratic verification processes and
a reliance on fact-checking that fails to compete with the velocity of viral disinformation. The
network visualization of narrative diffusion specifically the success of the "Western Economic
Self-Harm" narrative illustrates that the most effective attacks are those that align with pre-existing
societal grievances, blurring the line between adversarial influence and organic domestic unrest.

Furthermore, the findings regarding the Baltic states highlight a tiered approach to cyber statecraft.
In regions with significant Russian-speaking populations, the information network is denser and
more cohesive, functioning not as an external assault but as an internal leveraging of "compatriot"
grievances to destabilize social cohesion. This suggests that NATO cannot adopt a "one-size-fits-
all" approach to strategic communications; counter-messaging must be hyper-localized and
culturally nuanced to effectively sever the links between state propagandists and their target
audiences. In conclusion, the era of cyber statecraft is defined by the weaponization of
connectivity. The Russian model of information warfare succeeds not by convincing audiences of
the truth of a specific claim, but by degrading the overall trust in information and institutions. To
counter this threat, NATO and its member states must pivot from a strategy of counter-messaging
to one of network resilience. This involves not only identifying and mitigating the influence of key

bridge nodes but also addressing the underlying societal fractures that these operations seek to
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exploit. Preserving the integrity of the democratic information space will require a defense that is

as sophisticated, networked, and agile as the offense it seeks to defeat.

Recommendations

1.

NATO must transition from reactive fact-checking to proactive "inoculation" strategies
that psychologically prepare populations against the high-arousal emotional narratives
identified in this study.

Intelligence agencies should prioritize the monitoring and strategic engagement of key
"bridge nodes"—organic Western influencers—who act as the primary vectors for
sanitizing and disseminating pro-Kremlin propaganda.

Strategic communications planners should institutionalize the use of Social Network
Analysis to visualize and disrupt the structural architecture of disinformation campaigns
rather than focusing solely on content debunking.

Member states facing specific "compatriot policy" vulnerabilities, particularly in the Baltic
region, must develop hyper-localized counter-narratives to address the unique socio-
political grievances exploited by Russian statecratft.

Defense ministries should invest in Al-driven counter-disinformation tools capable of
detecting bot networks and coordinated inauthentic behavior in real-time to mitigate the
initial velocity of viral attacks.

The alliance must foster deeper public-private partnerships with social media platforms to
alter recommendation algorithms that currently privilege high-arousal, polarizing content

favorable to gray zone actors.
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